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Abstract ; Deep learning has made significant progress in vulnerability detection. Existing vulnerability detection algorithms require a large
amount of labeled data and build detection models through supervised methods. In a multi—language environment,due to the diversity of
languages and the lack of labeled training samples, the detection model may have generalization problems,especially in the field of small
samples , where performance may be poor. To solve this dilemma, transfer learning can serve as a solution. The core idea of transfer learn-
ing is the " learning by analogy" algorithm framework, transferring knowledge from one domain to another, thereby breaking the con-
straints of sample data. We propose a feature—based transfer vulnerability detection method. By clustering the syntax tree node information
of the code through semantic similarity, the node mapping relationship between different languages can be quickly and accurately con-

structed. At the same time,context—aware technology is introduced in the syntax tree mapping process to help solve ambiguous or vague

W #s B H#8:2023-07-08 &8 B #8:2023-11-09
ELTH a0 S & 11 (2022012202015070) 5 i8R K228 58 A 0RO 93 0 B (Yj2202111)
EHEE N . TR (2002-) , B R TR NER DA lEES 2 H(1979-) , 5 Wt 887 B M ERE R SN TR R RL 4L,



- 82 RIS LR

934 %

grammatical structures,improving parsing performance. The proposed method enables the detection samples to transform from unknown

domains to known ones,and utilizing the deep learning model built in the original domain,the new domain task can be transferred to the

known domain, ultimately solving the application of cross—domain knowledge transfer. It is named AST-FMVD. Finally, we use the Java

vulnerability detection model to detect files containing specific vulnerabilities , realizing the model’ s transfer application in the Python do-

main, proving the feasibility of AST-FMVD, and experimentally demonstrating that AST-FMVD can ensure the original model’ s good

detection level in the target domain.

Key words :deep learning ; transfer learning ; zero—shot; vulnerability detection ;abstract syntax tree
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Recall 0.91 0.97 0.96 0.99 0.97 0.94
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FPR 0.91 0.93 0.95 0.93 0.95 0.84
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FPR 0.89 0.84 0.91 0.89 0.74 0.86
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